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Purpose 

I have a good fundamental understanding of networking but not much hands-on 

experience, however. The goal of this project is to increase my understanding of 

networking and specifically how servers’ function, as well as common use-cases 

for them. This project will also provide the foundation for many more projects to 

come.  

 

Scope 

There are key objectives that will be accomplished in this project. These objectives 

aim to simulate servers seen in real-world environments as well as the usefulness 

of having one in a private environment. The key objectives are as follows: 

• Build the physical server. 

• Flash the operating system ISO and install it on the server. 

• Successfully get the server up and running. 

• Perform updates or patches on the server. 

• Harden the system.  

• Enable remote access for maintenance and control. 

• Configure a Network-Attached Storage (NAS). 

• Download a hypervisor and an operating system. 

• Install Apache and host a webpage. 

 

Project 

The first step in this project is to build the physical server. Luckily, I already had all 

of the components needed, most of which are from my first gaming pc. There 

were only a few components that I needed to configure as can be seen in the 

picture below.  



 

 

From here, all I need to install is the GPU and power supply. Luckily, this saved a 

lot of time and money due to the fact that I did not need to build a system from 

scratch. The finished build can be seen in the pictures below.  

 



Now that the physical server has been built and ‘POSTed’ successfully, it is time to 

set the server aside and get the operating system ready for installation.  

 

I decided to use Ubuntu for a few reasons. The main reason is that it is a well-

respected Linux distribution and one that I am unfamiliar with. After deciding 

what OS to use, I navigated to ubuntu.com and installed the ISO image. From 

here, it was time to flash this ISO image on a thumb drive in order to install 

Ubuntu on the server. I used BalenaEtcher to achieve this and can be seen in the 

screenshot below. I then booted from the flash drive and installed Ubuntu on the 

server.  

 

 

 

 

 

 

 

 

Ubuntu is now officially installed on the server ready to go. The first step now is to 

update or patch the system because there is no telling how old the ISO image is. 

To accomplish this, I navigate to the terminal and issue the commands “sudo 

apt update && sudo apt upgrade.” This is a combined command to tell 

the system to both update and upgrade its software and packages. This is an 

important step for many reasons, and in this case, I am practicing hardening the 

server by patching it.  

 



 

The next objective is to enable remote access to the machine, and this will be 

achieved through the SSH protocol. First, I install Openssh Server with the 

command “sudo apt install openssh-server.” The next step is to 

make sure SSH is allowed through the firewall, so I issue the command “sudo 

ufw allow openssh.” This can be seen in the screenshot below. 

 

An extra security measure to further harden the system is to disable root login 

over SSH. The reason being that it is very risky to leave this option on as an 

attacker just has to brute force a password in order to gain root access.  



To verify that SSH is working properly, I switched to my Windows Desktop and 

navigated to the command prompt. I then successfully connected to the server 

from my Windows machine.  

 

 

The next objective is to create a Network-Attached Storage which will be referred 

to as a NAS. This function will serve as additional storage for anyone on the 

network to access with credentials. This is just awesome to have and will feel like 

private cloud storage.  The first step is to install Samba on the server which will 

utilize the Server Message Block (SMB) protocol. This can be achieved by issuing 

the command “sudo apt install samba.” From here, I went ahead and 

created the directory where the NAS will live. For this, I issued the command 

“mkdir BocaCloud.” After that, I edited /etc/samba/smb.conf file to configure 

Samba. Next, I made sure that the firewall did not block SMB, so I issued the 

command “sudo ufw allow samba.” Lastly, I configured a password in order 

to map the network drive and access the NAS with the command “sudo 

smbpasswd -a luke.” These commands can be seen in the screenshot below.  



The NAS is now configured on the server-side. Now it is time to map the NAS on 

my windows machine. From here, I navigate to the file explorer and right click on 

“My PC” and select “Map Network Drive.” I then enter IP address and path of the 

directory which can be seen in the screenshot below.  

 

After successfully mapping the network drive, I tested to see if it worked by 

uploading files from my server to my desktop and sure enough, it worked! 

 

 



The next objective is to install a hypervisor along with an OS to run on the 

hypervisor. The idea here is to simulate a real server environment as many servers 

operate multiple virtual machines and containers to host multiple services at the 

same time. The reason for this is to maximize the server’s hardware utilization 

rather than waste an entire machine on one service. The hypervisor I chose to use 

for this objective is VirtualBox. I have used VirtualBox a ton in the past and know it 

will certainly get the job done. The operating system that I chose for this objective 

is Windows Server 2019. The reason being that I plan to do a future project 

involving Windows Server, so stay tuned for that.  

 

The first step is to install VirtualBox, and it is pretty straightforward as I issued the 

command “sudo apt install virtualbox.” I also installed Docker while 

I was at it; however, I will not be utilizing docker in this project, but I went ahead 

and installed it for good measure. I then opened the application to verify that it 

was installed correctly, which can be seen in the screenshots below.  

 

 

 

 



Now that the hypervisor is ready, it is time to download the operating system to 

go with it. I navigated to Microsoft.com and installed Windows Server 2019. The 

installation took about 10 minutes and then the ISO image was ready. From here, I 

added the ISO image in virtual box and allocated system resources to the VM. 

After that, I booted up the VM to verify if it was configured currently and it was. 

As soon as I was greeted with the Windows setup screen, I powered off the VM 

and the rest of the configuration will be included in the next project.  

 

 

The final objective for this project is to install Apache and host a web page. For 

this project, the webpage will only be hosted on the network and is meant to 

simulate an intranet environment. A future project will involve hosting a webpage 

on the internet.  



I first installed Apache with the simple command “sudo apt install 

apache2.” I then made sure to allow Apache through the firewall with the 

command “sudo ufw allow ‘Apache’” and “sudo ufw allow 

‘Apache Full’.” To verify that these rules are active, I issued the command 

“sudo systemctl status ufw.” This can be seen in the screenshot below.  

 

Now that Apache is configured, it is time to copy the website files over to the 

correct directory. I copied all the website files and directories that I already had 

from building a website and pasted them in the /var/www/html directory. This 

can be seen in the screenshot below.  

 

 

 

 

 

 

 

 

 



From here, I went ahead and started the Apache service with the command 

“service apache2 start.” I then officially hosted the website with the 

command “python3 -m http.server.” This can be seen in the screenshot 

below. 

 

The website is now live on the network! To test this, I switched to my desktop, 

pulled up the browser, and entered the IP address and port that the website was 

being hosted on. Sure enough, the website loaded flawlessly as seen in the 

screenshot below. 

 

 

Lessons Learned 

I had an absolute blast completing this project and learned a tremendous amount. 

I did run into some issues along the way but luckily, I troubleshooted and I 

successfully completed each objective. All-in-all, I achieved what I set out to do 

and learn and then some. This project has unlocked opportunities for many more 



projects to come and some were teased in the writeup. To recap this project, I 

successfully: 

• Built the physical server. 

• Flashed the operating system ISO and installed it on the server. 

• Got the server up and running. 

• Performed updates and patches on the server. 

• Hardened the system.  

• Enabled remote access for maintenance and control. 

• Configured a Network-Attached Storage (NAS). 

• Downloaded a hypervisor and an operating system. 

• Installed Apache and hosted a webpage. 

 

 

Below are a few YouTube videos that inspired and helped me with this project.  

https://www.youtube.com/watch?v=e1lVV0nguZ8&t=6s 

https://www.youtube.com/watch?v=wFjYzhkEBys&t=515s 

https://www.youtube.com/watch?v=72D3MvPk3Xs&t=558s 

https://www.youtube.com/watch?v=Wlmne44M6fQ 

 

https://www.youtube.com/watch?v=e1lVV0nguZ8&t=6s
https://www.youtube.com/watch?v=wFjYzhkEBys&t=515s
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https://www.youtube.com/watch?v=Wlmne44M6fQ

